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HucTpykuus
no o0ecneuyeH 0 6€30MACHOCTH MEPCOHANBHBIX JaHHbIX

1. O6mue noJioxeHNs

1.1.HacTosrmas HHCTPYKIMA paspaboTaHa B COOTBETCTBHM CO CT.19
®enepansroro 3axona ot 27.07.2006r. Nel51-®3 «O nepcoHalbHBIX JaHHBIX», HA
ocHoBanun @epepapHoro 3akoHa PO ot 27.07.2007r. Nel49-©3 «O6
UHpOpMAIMH, HHOOPMALMOHHBIX TEXHOJIOTMIX UM O 3aliuTe HHGpOpMaluuy,
ITocranoBnenus IlpaButensctBa PO or 17.01.2007r. Ne781 «O6 yTBepx)aeHUU
HoNoKeHuss 00 ofecreueHHN 0€30IaCHOCTH IIepCOHANIBHBIX AaHHBIX TIPH HX
o0paborke B HWH(QOPMAIIMOHHBIX CHUCTEMaxX NEepPCOHANbHBIX NaHHBIX», lIpukasza
QenepansHoil choyXOBl 0 TEXHUYECKOMY M 3KcmepTHoMY KoHTpomo (OCTOK
Poccun), @enepancHoil cimyxOb1  Oezomacroctu PO (DCB  Poccun),
MunucTepcTBa HHOOPMAIIMOHHEIX TexXHonoruit u cBa3u PO (MunuaopMcBI3n
Poccun), or 13.02.2008r. Ne55/86/20 «0O6 yrBepxnenun [lopsigka mpoBeaeHuUs
Klaccu(UKavy WHGOPMAIlHOHHBIX CHCTEM IepCOHAlIbHBIX HaHHBIX», [lUckMa
OenepansHOTO areHTCTBa Mo oOpaszopaHuio NedAO-6748/52/17-02-09/72 «O6
obecrieueHHH 0e30MTaCHOCTH IEepPCOHAJIBHBIX NaHHBIX», [lonoxeHust o pabote C
NepCOHATHHBIMM JIAHHBIMHA PAOOTHUKOB H YUaUIWXCH,

1.2, Hna obecneueHus 0e30MacHOCTH  IMEPCOHAJNBHBIX  JaHHBIX
HEOOXOIMMO WCKJIKOYUTh HCCAHKUMOHWPOBAHHBIN, B TOM YHCIE CIIyqailHBIMH,
JOCTYII K TIEPCOHAIBHBIM JaHHBIM, pe3ylIbTaTOM KOTOPOTO MOXKET CTaTh
YHUYTOXEHHe, H3MeHeHHe, OJIOKHpOBaHWe, KONUPOBaHHE, paclpocTpaHeHue
TepPCOHANBHEIX JaHHBIX, 4 TAKIKE HHbIE HECAHKIIMOHUPOBAHHEIE JI€HCTBU.

1.3. CpencrtBa 3allUTEl MH(OPMALWMY, NIpeHA3HAYEHHEIE 1A 00ecrieueHus
0e30IIaCHOCTH IIepCOHATBHBIX NAaHHBIX NPH UX 00padoTke B HHGOPMAITHOHHBIX
CHCTEeMaX, MOONIeKaT y4eTy ¢ MCIONb30BaHHEM WHIEKCOB MIH YCJIOBHBIX
HAUMCHOBaHUN W PETUCTPAIMOHHBIX HOMCPOB.

1.4. OrsercTBEHHOCTh 3a 0€30MaCHOCTh IICPCOHANBHBIX  JaHHBIX
BO3JIaraercs Ha JUU, AOMYIICHHBIX K UX 00padoTke.

2. Obecneuenne Ge30NaCHOCTH Nepe] HavaaoM o6paGorku
MepPCOHAIbHBIX JaHHLIX

2.1. Tlepen nHayasoMm 0O0palOTKH NEePCOHANBHBIX AAHHLIX HEOOXOIMMO
M3YUYUTH HACTOA YO MHCTPYKLIMIO.

2.2. Tlepen HawanoMm oO0pabOTKM NepCOHANbHBIX JAHHBIX HEOOXOAMMO

yOeqUThECA B TOM, 9TO:

® CpelcTBa 3alllUThl [EPCOHANBHBIX JaHHBIX COOTBETCTBYIOT — KIaccy

UHGOPMAITMOHHOH CUCTEMBI;




B ToMemeHuu. B KoTopoM Benercs pabora ¢ NEPCOHATBHBIMH JAaHHBIMH,

OTCYTCTBYIOT [TIOCTOPOHHHE THLIA;

® HOCHUTENM [EPCOHANBHBIX JAHHBIX HE TIOBPEXKICHEI,

® K IIEPCOHANBHBIM HAHHBIM HE OBbLI OCYLIECTBICH HECAHKIIMOHUPOBaHHBIN
OOCTYT;

® 1lepCOHANLHBIE JAHHBIE HE TIOBPEKICHBI;

e TeXHUYECKHME Cpe/ICTBa aBTOMATU3HpOBaHHOH  0oO6paboTKH M  3aLIMThI

NEPCOHATBHBIX JAHHBIX HAXOIATCA B UCIIPABHOM COCTOSHHH.

3. O6ecneuenne 6e30MacHOCTH BO BpeMsl 00paboTKH NMepCcOHAIbLHBIX
AAHHBIX
3.1. Bo BpeMss 06pabOTKM NEPCOHANBHBIX JAHHBIX HEOBXOIUMO
00eCIeYuTh:

* HeJONYLICHNS BO3JCHCTBES HA TEXHHYECKHE CPECTBA aBTOMATH3MPOBAHHOMU
06paloTKM  MEpCOHANBHBIX  JAHHBIX,  CIOCOOHOr0  HapylluTh — HX
(hyHKIIMOHUPOBAHUE;

* HeNONyLIEHHE HAXOXJIEHWs B NOMEIIEHWH, B KOTOPOM BejeTcs pabora ¢
epPCOHAIILHBIMY J{aHHBIMHU, IIOCTOPOHHHX JIKLL;

¢ TIOCTOSHHBI KOHTPONb 3a COOJIIONEHHEM YCIOBHUH HCIIONB30BaHMI CPEICTB
3aUATEl HHGMOPMAINH, MPETyCMOTPEHHBIX SKCILTYaTAIMOHHON M TEXHHIECKOH
NOKYMEHTaLIUEH;

¢ HeJoNylIeHHE HECAHKIMOHUPOBAHHOTO AOCTYIA K IEPCOHAIIBHBIM JaHHbBIM;

e KOH(DUEHINANEHOCTD IEPCOHATIBHEIX TaHHBIX.

4. Ob6ecneyenne 6€30MACHOCTH B 3KCTPEMAJILHBIX CHTyalHAX

4.1. lpu momudHKalu{ WM YHHYTOXKEHHU MEPCOHANBHBIX aHHBIX,
BCJIE[ICTBHE HECAHKIIMOHMPOBAHHOIO JIOCTYNa K HHM HEeoOXOJMMO O0eCrlieqdTb
BO3MOYKHOCTH MX He3aMeJIMTEIbHOT0 BOCCTAHOBJICHUA.

4.2. Tlpu HapyIIeHMH NOPAAKA MPEeIOCTABIEHU NEPCOHANLHBIX AaHHBIX
HONB30BATENSIM HMHPOPMAIIMOHHOM CHCTEMBI HEOOXOIMMO IPHUOCTAHOBHTE HX
MIPEZOCTaBIECHHUE.

43. Tlpu oOHapyXeHMH  HECaHKIIMOHMPOBAHHOIO  JOCTyna K
NepCOHANBHEIM JJaHHBIM HEOOX0IUMO HEMENTIEHHO IPEPBATh 3TOT JOCTYIL.

4.4. B cioydae HecoONMIOJEHHS YCIOBHH XpPaHEHNS HocuTeneu
IIepPCOHANBHBIX JIAHHBIX, HCIOMB30BAHUA CPeJCTB 3alUThl HHDOPMALMY, KOTOPEIC
MOTYT IIPUBECTH K HapyIICHHI0 KOHQHUASHIMATHHOCTH II€PCOHANBHBIX AaHHBIX
WIM JPYyTMM HApYIIEHUAM, NPHUBOAALIMM K CHIDKEHHIO YPOBHS 3alUMIEHHOCTH
IIepCOHANLHBIX ~ OaHHBIX  HEOOXOAHMMO  TPOM3BECTH  PasOHpaTeNbCTBO M
COCTaBIICHHME 3aKTIOUEHHH 10 JaHHBIM (hakTaM, pa3paboTKy W NPHUHATHE Mep I10
IPEIOTBPALLEHUIO BO3MOXKHBIX OMACHEIX ITOCIIEACTBHM noA00HBIX HAPYILIEHKH.

4.5, OG0 BceX SKCTPEMANbHBIX CHTYalHAX HeoOXOIUMO HEMEIEHHO
MIOCTABHUTH B U3BECTHOCTD AUPEKTOPA KO 11 TIpOU3BECTH Pa3bUPATENBECTEO.



5. OGecneyenue 6e30MACHOCTH NIPH 3aBepuIeHHH 00paboTKH
NMePCOHATBLHBIX JaHHBIX
5.1. Tlocme 3aBepieHuss ccaHca o0palOTKM TCPCOHANBHBIX J[AHHEIX
He0OX0IHMO 00ecreduTs:
® UCKITIOUEHHEe  BO3MOXXHOCTH HECAaHKIIHOHHPOBAHHOIO NPOHUKHOBEHUS HIIN
HAXOMXKIEHUS B IIOMEIIEHHH, B KOTOPOM pa3MelleHbl WHPOpMalHOHHBIE
CHCTEeMEI M BefieTcs paboTa ¢ IepCcOHANbHBIMH JaHHBIMH;
® pPaboTOCTIOCOOHOCTH CPEACTB 3allUThl UHQOPMANUM, QYHKIIMOHUPYIOIIUX IIPU
OTCYTCTBHH JTHLL, IOITYIIEHHBIX K 00paboTke MepcoHANBHBIX JaHHbIX;
o (UKCAMIO BCeX CyUaeB HapylIeHMs JaHHOH MHCTPYKILUHU B XXypHale.

6. 3aKII0YHTENbLHBIC MOJIOMXKCHHA.
6.1.TlpoBepka m TMepecMOTp HACTOAMEH HHCTPYKIIUH OCYIIECTBISAETCS B
CIeAYIOMMNX CITyqasnx:

* TIpYU NEPECMOTPE MEKOTPACIEBBIX U OTpacieBbIX TpeOoBaHUM obecnedeHuns
0e30M1acHOCTH NEPCOHANBHBIX JIAHHBIX;

® IIpH BHeApPeHWH HOBOM TEXHUKH U (MIIH) TEXHOJIOTHH;

® [0 pe3yabTaTaM aHajiu3a MATECPUATIOB paccilIelOBaHUSA HapyLIeHUH
TpeboBaHWi  3akoHojaTenbcTBa 00  obecniewenwu  Ge3omacHOCTH
1IEPCOHANBHBIX JAHHBIX;

¢ 1o TpebdoBaHuIO TpefcTaBuTenel PenepansHOM CiryX0bl 6€30MacHOCTH.
OTBETCTBEHHOCTh 334 CBOEBPEMEHHYIO KOPPEeKTHPOBKY  HACTOMLIEH
HHCTPYKITHH BO3/IAracTcs Ha JIUPEKTOPa MKOIkL-~
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